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Abstract

Spread spectrum (SS) communication systems are now commonly used in civilian applications such as cellular
systems and GPS and are fast becoming one of the most commonlyused systems. Very low power SS systems such
as Global Positioning Systems are extremely vulnerable to high power jammers. A vast array of techniques are
available to resolve this problem and this paper attempts toreview some of them. A jammer mitigation technique
that uses bilinear signal distributions to construct the jammer signal is also implemented. Finally a summary of
different techniques w.r.t complexity level, applicationand size will be presented.

I. INTRODUCTION

SPREAD spectrum communication systems have an inherent immunity to interference, but it is not
difficult to jam such systems either, particularly if the spread spectrum system uses very low power

levels for communication. This report presents a review of available techniques for removal of jamming
interference in spread spectrum communication systems with a particular emphasis on the Global Position-
ing System (GPS). GPS systems are increasingly being used incritical civilian and military applications
such as navigation. It is possible to jam such systems using very low power jammers as described in [1].
A variety of techniques are available for separation and removal of jamming interference signals using
adaptive filtering [4], [3], time-frequency domain filtering [5] , subspace processing [7] and amplitude
domain filtering [6].

This report is organized in the following fashion. A short overview of spread spectrum communication
systems is provided along with a summary of GPS signals. The factors affecting the choice of anti-jamming
technique is discussed and the features of the techniques discussed here are presented in tabular form.
A wide variety of anti-jamming techniques that can be used inwidely varying situations are discussed
and summarized. Finally a technique that uses time-frequency distributions and bilinear signal synthesis
to synthesize the jammer signal is implemented and the results are shown.

II. DIRECT SEQUENCE SPREAD SPECTRUM COMMUNICATION(DSSS)

In DSSS, the information sequence is multiplied with a pseudo-noise (PN) sequence to construct a
longer sequence. Since the PN sequence resembles noise, it is inherently wideband and as a result it
spreads the spectrum of the information sequence too to create a noise-like sequence. Since this sequence
is spread over a large frequency band, it is less prone to interference while its noise-like characteristics
make it difficult to detect. GPS employs BPSK-modulated DSSS signals that are spread by a coarse
acquisition (C/A) code and a precision (P) code. The C/A code isa Gold sequence with a period of 1ms
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TABLE I

SUMMARY OF GPSSIGNALS

Modulation Scheme BPSK

fsym 50 symbols/sec

Narrowband interference tolerance ∼ 40dB JSR

C/A code chip rate 1.023 MHz

C/A code period 1023 chips

P code chip rate 10.23 MHz

P code period 1 week

while the P code is a pseudorandom code with a period of 1 week and they are multiplexed in quadrature
phases.

The inherent tolerance to jamming that is present in GPS signals due to the DSSS scheme is offset by
the fact that signals are extremely weak since they are typically 20 to 30 db [1] below the noise floor,
and hence it is easy to obtain a high Jamming to Signal(J/S) ratio. The different methods presented below
are suited for use in varied situations that affect receiverdesign such as cost and size constraints, location
and environment.

III. CHOICE OF ANTI-JAMMING TECHNIQUE

There are various methods that can be used to combat jamming in GPS systems, but the choice
of technique depends on various factors such as cost, space constraints, power consumption and the
environment where it is used. Jammers can be either narrowband or broadband. Narrowband anti-jamming
techniques include adaptive filtering, time-frequency methods, adaptive antennas and subspace processing.
Some time-frequency domain techniques and spatial processing using antenna arrays are well suited for
combating broadband jammers. Time-frequency methods suchas short time fourier transform (STFT)
based processing, filterbanks, wavelet transforms or subspace processing are well suited for low cost,
low power and small form factor applications. Antenna arrays are expensive and are relatively large, so
their applications are limited to fixed location GPS systems, or systems aboard ships or aircraft. Missile
systems usually have space constraints which make antenna arrays unsuitable. Another constraint is that
of environment. For systems aboard aircraft or missiles, itis imperative to adapt quickly to changing
environment due to the speed of motion. STFT based techniques are highly suited for such applications.
Adaptive antennas can also designed be used in rapidly changing environments. The features of different
anti-jamming techniques that may influence a decision are summarized in Table 2.

The Heisenberg-Gabor uncertainty principle puts an additional constraint on anti-jamming techniques.
Since it is not possible to achieve any desired precision in both time and frequency a tradeoff between
time or frequency must usually be made in time-frequency methods. Subspace processing and wavelet
transforms usually produce better time-frequency resolution than STFT based methods.
A short summary of each method is presented in subsequent sections.

IV. SUMMARY OF VARIOUS JAMMER MITIGATION TECHNIQUES

A. Adaptive Filtering Techniques

Adaptive Filtering [3], [4] is effective for narrowband jammers and can be used in applications that
require low power and small size. The disadvantage of these methods is that they cannot be used when
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the jammer does not have a predictable signal structure. Whenthe jammer has a predictable structure, it
is possible to subtract the predicted jammer signal from thereceived signal. Adaptive filtering techniques
attempt to minimize the error involved in such a predictive filtering using techniques such as the Least
Mean Squares algorithm [1].
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Fig. 1. The GPS signal is combined with additive white gaussian noise such that SNR=-20dB. Since GPS signals are not affected by
jammers below 40dB, the jammer is combined with the noisy signal so that JSR=50dB. The jammer used is a chirp signal whose frequency
increases linearly.

B. Time-Frequency Domain Filtering

Time-frequency domain filtering attempts to represent the transform the received signal in such a way
that it is possible to easily distinguish the jammer from thedata signal. Since GPS signals are low
power wideband signals, the high power jammer signals can usually be distinguished very easily in the
frequency domain. Different Time-Frequency Distributions (TFDs) such as the Spectrogram and Wigner-
Ville distribution can be used to represent the signal in thefrequency domain. It only remains to choose an
appropriate threshold to excise the jammer from the received signal to obtain the transmitted data signal
by transforming it back to the time domain. The disadvantageof these methods lies in the fact that the
jammer can be effectively separated only if it is sufficiently stronger than the GPS signal.

1) Short-Time Fourier Transform(STFT): STFT based techniques [5] are used for narrowband jamming
excision and can be implemented in situations that require low power and small form factor devices. The
STFT essentially moves a window through the signal and takesthe FFT of the windowed region. This
approach can adapt rapidly to changing environments. The signal is filtered in the frequency domain to
remove the jammer components before being transformed backto the time domain.



4

2) Filter Banks: Filter banks [10] are used to reduce spectral leakage in the frequency-domain and
to obtain perfect reconstruction of the desired signal in the time-domain. These have all the advantages
of STFTs with minimum signal distortion and can be implemented in situations that require low power
consumption and small size.

3) Wavelet Transforms: The use of wavelet transforms makes it possible to control the tradeoff be-
tween time and frequency better than STFTs. The Wavelet Transform (WT) is computed by repeatedly
decomposing the signal into bands and passing it through lowand high pass filters. The STFT gives a
fixed frequency resolution for a particular transform length and is therefore not flexible. The WT however
provides a flexible resolution in both time and frequency andis therefore a better TFD tool than the STFT.

4) Subspace Processing: There are many subspace processing techniques that can perform jammer
excision. One approach [9] involves estimation of the instantaneous frequency (IF) of the jammer to
construct a signal space where the jammer signal can be projected onto a single subspace to enable
removal of the jammer. The instantaneous frequency of the jammer can be estimated from the time-
frequency domain and the signal space can be constructed such that the jammer subspace is orthogonal
to the data subspace.

Another method uses the IF of the jammer to construct a time-varying notch filter that removes the
jammer. However this method also causes undesirable distortions in the signal. Bilinear signal distributions
[7] can be used to obtain better jammer excision with reducedGPS signal distortion. This method uses
the extended discrete-time Wigner distribution(EDTWD) to obtain a time-frequency distribution of the
received signal. For a received signal represented as

x = p +
J

∑

v=1

jv + w, (1)

it can be shown that for a single jammer, the EDTWD is given by

Wxx(t, f) = Wpp(t, f) + Wjj(t, f) + Www(t, f)

+ 2Re(Wpj(t, f) + Wpw(t, f) + Wjw(t, f)) (2)

Since the spread data signal and the additive noise are both wideband, all the terms in Eqn. 2 are spread
over the entire t-f domain except forWjj(t, f) which is localized. This method selects a threshold value
for the EDTWD to create a mask to extract the jammer signal suchthat the extracted signal contains
almost all of the jammer and none of the signal. This method can also be used when multiple jammer
signals are present.

C. Adaptive Antennas

Adaptive Antennas use spatial filtering techniques to eliminate the jammer signal. Like adaptive filtering,
these techniques attempt to optimize a cost function. Thesetechniques can be adapted for both narrowband
and wideband jammers, but have the disadvantage of not beingable to handle a large number of jammers
in multiple locations. In antenna arrays, at least two antennas are required to eliminate the effect of
jammers from one location, hence such arrays cannot eliminate jammers originating from more locations
than the number of antennas present. The two basic approaches to spatial filtering are Null Steering and
Beam Forming.
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TABLE II

SUMMARY OF VARIOUS GPSANTI -JAMMING TECHNIQUES REVIEWED

Cost Size Power Flexibility Complexity

Adaptive Filtering low small low

Time-Freq Domain

STFT low small low env low

Filter Banks low small low env 1 low

Wavelet Transform low small low env, res2 low

Subspace Processing low small low

Adaptive Antennae

Null Steering high large high high

Beam Forming high large high high

1) Null Steering: Null steering uses the simple concept that GPS signals are much below the thermal
noise level and hence any signal that has a power above the thermal noise has to be an interfering signal.
The antennae in the array are weighted so that any particularsignal can be nulled. Null steering constantly
computes the weights in order to minimize the received energy level. In effect, this technique attempts
to steer the antenna away from the jammer. This method has thedisadvantage of potentially reducing the
signal level too. This technique is a precorrelation technique and does not require any knowledge of the
desired signal.

2) Beam Forming: Beam Forming tries to adjust the antenna in order to maximize the SNR. In effect,
the antenna beam is steered in the direction of the desired signal. If the direction to the desired satellite is
known, beam forming can effectively maximize the SNR. It is however, possible to end up in situations
where the jammer is in the same direction as the signal source. This is a postcorrelation technique since
the desired signal has to be correlated in order to obtain theSNR. Also, prior knowledge of the signal
direction and the host location is required.

V. JAMMER MITIGATION USING BILINEAR SIGNAL REPRESENTATIONS

A. Bilinear Signal Representations

Time-frequency distributions (TFDs) are an effective way of identifying a narrowband jammer in a
spread signal. The TFD of the jammer can be extracted using a mask which is designed to extract as
much of the jammer energy as possible while leaving out most of the spread signal using a carefully
constructed threshold. The jammer TFD can be used to synthesize the jammer signal using bilinear signal
synthesis techniques.

B. Masking and Threshold Selection

Since the received signal has the desired low-energy spreadspectrum signals, additive noise and the
high-energy jammer, the time-frequency mask has to be designed such that it removes as little desired
signal power as possible. The EDTWD for a single jammer case isdescribed in Eqn. 2 where the autoterms
are defined as

1changing environment
2resolution
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Fig. 2. The frequency domain representations of the signals is shown. The noisy GPS signal is wideband and is spread over the entire
frequency spectrum. The chirp jammer has a frequency that increases linearly from 0 to 20kHz. The resulting contaminated signal has a
power spectrum as shown.

Wxx(t, f) =
∑

k:t+ k
2
∈Z

x(t +
k

2
)x∗(t −

k

2
)e−j2πkf , (3)

t = 0,±
1

2
,±1, ...,

and the crossterm EDTWD between x(t) and y(t) are defined as

Wxy(t, f) =
∑

k:t+ k
2
∈Z

x(t +
k

2
)y∗(t −

k

2
)e−j2πkf = W ∗

xy(t, f) (4)

As noted before, all the terms in Eqn. 2 are spread over the entire t-f domain except for the jammer
autotermWjj(t, f). This makes it easy for us to eliminate the jammer as it only remains to design an
appropriate threshold for jammer excision. The threshold is set [8] as

C = α
√

σPx (5)

wherePx is the total energy of the received GPS signal andσ is the standard deviation of white noise
which is generally known.α is a constant which is chosen to be between 3 to 5. The choice ofα affects
the Signal to Interference Noise Ratio (SINR) as demonstratedin [8].



7

Fig. 3. Time-Frequency representation for the received contaminatedsignal. The GPS signals have low power and are spread all over the
region, while the narrowband jammer signals are localized and have strong peaks which makes it easy to extract the jammer.

C. Bilinear Signal Synthesis

Once the jammer TFD is extracted from the TFD of the received signal, it is necessary to have the
means of reconstructing the jammer signal from the TFD. Thisproblem has been addressed by Hlawatsch
and Krattenthaler [8] who have developed approaches to synthesize a signalx(t) from the approximate
Bilinear Signal Representation (BSR)T (σ, ǫ). In our case, the BSR corresponds to the TFDWjj(t, f).
The detailed procedure is given in the appendix.

VI. RESULTS

The TFD clearly showed the narrowband jammer due to the low power and wideband nature of the
GPS signal. After choosing a threshold for jammer extraction, it was possible to successfully extract the
jammer time-domain sequence using bilinear signal synthesis. The synthesized jammer showed the same
frequency characteristics as the original jammer (chirp),but the envelope was slightly distorted. However,
the method demonstrated the ability of bilinear signal synthesis to synthesize time-domain signals from
their time-frequency representations, as also the principle of jammer extraction using TFDs. There exist
other subspace processing methods too, such as projection techniques discussed earlier.

VII. CONCLUSION

Spread spectrum signals such as GPS signals can tolerate jammers to a large extent but they are still
susceptible to jammers due to their low signal strength. We can see that while there are many techniques
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Fig. 4. Time-Frequency representation for the masked signal and the extracted jammer. The jammer can be extracted at different threshold
levels which depend on the value ofα. In this exampleα = 3.0.
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Fig. 5. The chirp jammer as synthesized by the bilinear signal synthesis method after extraction from the received signal TFR.

available for jammer mitigation and excision from spread spectrum communication systems, no single
method can provide jammer immunity in every situation. Mostcomputational techniques are useful only
for narrowband jammers, while antenna based techniques prove useful against wideband jammers. The
choice of antijamming technique also depends on the environment, cost and size and a combination of
techniques might be necessary to combat jamming.
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APPENDIX A
BILINEAR SIGNAL SYNTHESIS ALGORITHM

The algorithm [7], [8] for synthesizing a signal from the time-frequency representation is as follows.

1. Compute the time-frequency distribution (say EDTWD). Let the TFD be described byWxx(t, f).
2. Generate the inverse fourier transform ofWxx(t, f).

p(t, τ) =
∫

Wxx(t, f)ej2πτfdf (6)

3. Construct the matrixQ = [qi,j] with

qi,j = p(
i + j

2
, i − j) (7)

4. Form the Hermetian component matrixQH .

QH =
1

2
[Q + QH ] (8)

5. Use eigen-decomposition to obtain the maximum eigen value λmax and the corresponding eigen-
vectoru. The synthesized signal is given by

x = ejφ
√

λmaxu (9)

whereφ is an unknown representing the phase ambiguity.
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